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FRAMING THE ISSUE



FRAMING THE ISSUE

• Cybersecurity and Data Privacy are inextricably linked.  

Data is the “what” and Cybersecurity is the “how”

• Businesses are responsible for knowing the applicable 

Cybersecurity and Data Privacy laws, no exceptions

• Cost of non-compliance can include;

– Monetary damages

– Sanctions

– Licensure

– Reputational damage – TRUST





Since 2010, there have been 520 breaches of Financial 

or Insurance companies, exposing 500 million records

Row Labels # of Breaches Records Breached

2009
25 135,061,741

2010
98 5,852,742

2011
50 593,208

2012
72 8,667,164

2013
62 1,830,281

2014
43 76,698,887

2015
42 121,718,355

2016
36 1,009,897

2017
62 146,451,289

2018
29 1,663,388

Grand Total 519 499,546,952





MEET OUR REGULATORS



OUR REGULATORS

• Federal Laws (Congress and Executive orders)

– No overarching Federal Cybersecurity law exists

• State Laws

• International Regulations

– The GDPR may apply if you provide services to persons in the 

European Union

• Industry Specific Regulators



FEDERAL LAWS

• Health Insurance Portability and Accountability ACT 

(HIPPA) - legislation that provides data privacy and 

security provisions for safeguarding medical information

• Gramm-Leach-Bliley Act (GLBA) - requires financial 

institutions to explain how they share and protect their 

customers' private information

• Cybersecurity Information Sharing Act - designed to 

improve cybersecurity in the United States through 

enhanced sharing of information about cybersecurity 

threats



FEDERAL LAWS (cont.)

• Cybersecurity Enhancement Act - ongoing public-

private partnership to strengthen cybersecurity research 

and development, public awareness and preparedness

• Federal Exchange Data Breach Notification Act –

creates standards for notification to an individual whose 

PII has been acquired or accessed as a result of a 

breach

• National Cybersecurity Protection Advancement Act -

encourage voluntary information sharing about cyber 

threats, with liability protections, between and among the 

private sector and Federal government



STATE LAWS

• In 2017 State cybersecurity regulations more than 

doubled and in 2018 more than 265 bills related  to 

cybersecurity were  introduced/considered. Some of 

the key areas of legislative activity include:

– Timeframes and content for breach notification

– Encryption of PII data and expansion of its definition

– Civil remedies and redress for harm and loss of business

– Improving government security practices.

– Providing funding for cybersecurity programs and initiatives.

– Promoting workforce, training, economic development



INTERNATIONAL REGULATIONS

• General Data Protection Regulation (GDPR)

• 7 Guiding Principals

– Lawfulness, fairness and transparency

– Purpose limitation

– Data minimization

– Accuracy

– Storage limitation

– Integrity and confidentiality (security)

– Accountability



INDUSTRY REGULATORS

• Office of the Comptroller of the Currency (OCC) -

Cybersecurity and operational resiliency 1 of 5 Key areas 

of focus in 2019. Due to the large number of data 

breaches, OCC will be holding institutions more 

responsible for the protection of consumers’ data in the 

future 

• Federal Reserve Board (FRB) - Cybersecurity continues 

to be a high priority for the Federal Reserve. They are 

committed to strategies that will result in measureable 

enhancements to the cyber resiliency of the financial 

sector. Much like OCC, utilizes FFIEC framework



INDUSTRY REGULATORS (cont.)

• Securities and Exchange Commission (SEC) –

Cybersecurity areas of focus are identification of 

risks/cybersecurity governance, risks associated with 

third parties and with remote customer access, and Reg 

S-P, the primary SEC rule regarding privacy notices and 

safeguards

• Financial Industry Regulatory Authority (FINRA) -

FINRA essentially assesses whether a firm can protect its 

customers’ sensitive information, maintaining its 

confidentiality, integrity, and availability. They will focus on 

all facets of cybersecurity risk management, to include 

governance/risk management and vendor management



GDPR VS CCPA





A FEW THOUGHTS ON CCPA

• If you haven’t started working on this and it applies  to, you 

might want to rethink your plan

• Strictest interpretation suggests that companies regulated 

under GLBA are exempt, but the jury is still out, CCPA not 

fully baked yet

• 12 month look-back for on-demand disclosures means you 

must start data collection in 2019

• Under CCPA, the definition of Personal Information has been 

broadly expanded

• CCPA could be the forerunner of a new standard for Privacy 

policies, even if it ends up watered down



WHATS NEW IN 2019 AND 

BEYOND



WHAT’S NEW

• NYDFS’ New Cyber Regulation – must implement written, risk 

based policies for managing cybersecurity risks posed by Third 

Party Service Providers (TPSP)

• Modification to Gramm-Leach-Bliley – breach notification 

law for financial industry that would supersede state laws

• Cybersecurity and Infrastructure Security Act - “lead 

national efforts to protect and enhance security/resilience”

• California’s SB-327 for IoT - introduces security requirements 

for connected devices sold in the US (January 2020)

• California Consumer Privacy Act (CCPA) – enhances 

privacy rights and consumer protection for residents of 

California, most stringent of its kind (January 2020)



WHAT THIS MEANS FOR YOU



WHAT THIS MEANS FOR YOU

• If you don’t have a Risk Appetite Policy, create one 

and make sure you live by it

• Recent focus is on having an effective Cybersecurity 

and Data Privacy program in place, so spend your 

time and money wisely

• Breach notification has become the heart of much 

recent legislation

• The best way to ensure compliance is through 

awareness training, again and again and again

• Make sure that your technology team is aligned with 

your legal team on Cybersecurity and Data Privacy



WHAT THIS MEANS FOR YOU (cont.)

• Experts suggest you should apply the most rigorous 

standards that apply, State vs Federal vs International

• This isn’t just a home office issue, so make sure you 

get buy-in at all levels

• Transparency with regulators goes along way, so if 

you have deficiencies, come clean, develop a plan and 

execute to that plan

• Remember that security principles and core concepts 

haven't changed much. When in doubt, prioritize 

security concerns that have traditionally been 

considered high-impact 



QUESTIONS ?




