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Regulation S-P Relevancy to Advisor Moves

• 17 CFR 248

• Covers “Brokers” as defined in the Exchange Act

• Includes foreign entities not subject to banking agencies’ 

privacy rules

• “Consumers” are protected: individuals and legal 

representatives who obtain financial products or services 

used primarily for personal, family, or household purposes.



Regulation S-P Relevancy to Advisor Moves

• Includes financial institution's evaluation of an application or 

request to obtain a financial product or service—mere 

prospects

– Person becomes “consumer” even if the application or 

request is denied or withdrawn.

– Reg S-P makes clear “consumer” includes an individual 

who provides nonpublic personal information when 

seeking to obtain brokerage or investment advisory 

services.

– EX: investor who provides nonpublic personal information 

to several RIAs in seeking financial advisory services is a 

consumer of each registered adviser, even if no advisory 

contract.



Regulation S-P Relevancy to Advisor Moves

• Definition of "consumer" consistent with one of the primary 

purposes of Title V: to enable an individual to restrict a 

financial institution from sharing nonpublic personal 

information about them with a nonaffiliated third party. 

• SEC: information consumers provide to financial institutions 

before establishing customer relationship likely to contain 

precisely the types of information that the statute is 

designed to protect, regardless of whether application is 

acted on.  



Regulation S-P Relevancy to Advisor Moves 

• Transferred accounts:

– Individual with account at BD or contract with RIA is a 

“customer”.

– Thus, investor is a customer of the BD or RIA regardless of 

whether the account was transferred at the customer's 

request or as result of merger, acquisition, or assignment. 

– Reg S-P includes example that makes clear individual is a 

customer of a BD or RIA even where as result of 

individual’s account being transferred to the new 

institution. 



Nonpublic Personal Information Under S-P

• Adopts GLB baseline definition: "personally identifiable 

financial information“ that is:

– provided by consumer to a financial institution; or 

– through transaction for consumer; or 

– service performed for the consumer 

• Term covers any "list, description, or other grouping of 

consumers (and publicly available information pertaining to 

them) that is derived using any nonpublic personal 

information that is not publicly available information." 



Nonpublic Personal Information Under S-P

• NPPI:

– Personally identifiable financial information; plus 

– Consumer lists or description or grouping of 

consumers (and publicly available information 

pertaining to the consumers) derived using any 

personally identifiable financial information that is 

not otherwise publicly available.



Nonpublic Personal Information Under S-P

Two Key Carveouts:

– Publicly available information 

– Consumer lists derived without using personally 

identifiable financial information that is not publicly 

available information



Nonpublic Personal Information Carveouts

Reg S-P’s Carveout for Publicly Available 

Information Broader than GLB

– Information is defined as publicly available if a 

broker-dealer, fund, or registered 

adviser could obtain it from a public source (as 

opposed to actually obtained).

• Far less burdensome on financial institutions—no need 

to track provenance of data



“Publicly Available Information” Under S-P

• Information lawfully available to general public from official 

public records (such as real estate records); widely 

distributed media (such as a telephone book); or required to 

be disclosed to the general public by federal, State, or local 

law (such as prospectuses and periodic shareholder reports). 

• “Widely distributed media” includes information from an 

Internet site that is available to the general public.

• Internet site not “restricted” just because site operator 

requires a fee or password, as long as access is otherwise 

available to the general public.



April 2019 OCIE Alert on Reg S-P Issues

4/16/19 Risk Alert: Investment Adviser and Broker-Dealer 

Compliance Issues Related to Regulation S-P –Privacy Notices and 

Safeguard Policies

– Focused on common violations by registrants

– Cybersecurity and privacy controls will be ongoing focus 

of exams



April 2019 OCIE Alert on Reg S-P Issues

Most Common Compliance Weaknesses Relevant to 

Advisor Transitions:

– Failure to provide customers opt-out notices to avoid 

data being shared with third parties absent 

affirmative consent

– Policies and procedures not reasonably designed 

to safeguard customer records and information 

including:

• Procedures fail to address how smartphones are to be 

configured to safeguard customer information 

– Both during employment and after termination



April 2019 OCIE Alert on Reg S-P Issues

Policies and procedures not reasonably designed to 

safeguard customer records and information because:

– No safeguards against employees sending un-encrypted 

emails containing PII.

– No safeguards against employees sending customer PII 

to unsecured locations outside firm network.

– Privacy and data protection not applied to outside 

vendors handling PII (e.g. Redtail).

– No IT Procedures for terminating departed employees’ 

access rights to restricted customer information, enabling 

ex-employees to access information after departure.



Enforcement Implications for S-P Violations

• SEC charged a dually registered broker-dealer and 

investment adviser with violations of Regulation S-P, 

specifically the Safeguards Rule and the Identity Theft Red 

Flags Rule. 

• Firm paid a $1,000,000 penalty to settle charges relating 

to cybersecurity failures that resulted in cyber-intruders 

gaining access to customer information. 

• Firm had policies and procedures to address cybersecurity 

threats, but SEC found firm did not adequately enforce them.



Enforcement Implications for S-P Violations

• SEC settled action against MSSB for $1M penalty for firm’s 

failure to adopt written policies and procedures to protect 

customer data.  

• Lack of controls enabled employee to transfer huge volumes 

of customer data to his personal server, subsequently hacked 

by a third party. 

• Specifically, firm did not restrict employee access to 

customer information based on an employee’s legitimate 

business need.



Enforcement Implications for S-P Violations

• SEC settled action for $75,000 against RIA that failed to adopt 

written policies and procedures to protect customer information; 

firm stored client information on a third-party hosted web server 

that was later hacked. 

• FINRA fined broker-dealer $225,000 for Regulation S-P violations 

after an unencrypted laptop with customer information was lost. 

Despite no evidence customer information was accessed, FINRA 

sanctioned firm for violating its own policies and procedures that 

required encryption of laptop computers .

• FINRA fined broker-dealer$175,000 for Regulation S-P violations 

after determining firm failed to configure firewall protections and 

used ineffective username and password systems.



S-P Violations in Advisor Transitions

In re Summit Equities, MA. Securities Div. Consent 

Order R-2018-0083 (12/26/18)

– Firm operates on an IBD model; reps are 

independent contractors

– Summit permits reps to maintain customer 

information (including PII) on CRM systems

• Reps owned the CRM licenses

• Reps had exclusive possession and control over data stored 

on the CRM system and routinely uploaded PII such SSNs, 

DOBs, account information

• Summit had no visibility into what data the Reps were 

storing in Cloud.



S-P Violations in Advisor Transitions

In re Summit Equities, MA. Securities Div. Consent Order R-

2018-0083 (12/26/18)

– Summit “Privacy and Security Policy”:

• Prohibits Reps from disclosing PII to third parties w/o 

customer consent

• Requires Reps to return all copies of records containing PII 

at resignation, both electronic and hard copy, including 

data on laptops, tablets, smart phones

• No provision for Summit to access Reps’ CRM systems, 

review what data Reps were storing on CRM systems, or 

how Reps were using the CRM systems



S-P Violations in Advisor Transitions

In re Summit Equities, MA. Securities Div. Consent Order R-

2018-0083 (12/26/18)

– “Reps 1-4” resigned January 2018.  In weeks before their 

resignations:

• Rep 1 created a user ID for Individual 5—a non-Summit 

employee or contractor

• Individual 5 logged on Rep 1’s CRM system 113 times, 

accessing client SSNs

• Rep 1 and Individual 5 downloaded files, exported 

contacts and printed calendars

• Individual 3 and assistant exported data stored on his CRM 

system



S-P Violations in Advisor Transitions

• Summit unaware of ongoing activity due to inability to 

access and monitor reps’ CRM systems.

• No “kill switch” for wiping PII from advisors’ CRM systems.

• No ability to ensure client PII was returned, destroyed and 

not shared or accessed by unauthorized personnel.

• MA Securities Division found Summit “did not take reasonable 

steps to ensure the security and confidentiality of its customers’ 

PII.”

• $100,000 fine; mandatory notices to all affected customers; 

mandatory internal investigation firm-wide.



Lessons Learned

• Not sufficient to have WSPs restricting employee access to 

and use of PII—safeguards must be stress tested to see if 

operating as intended.

• Critical to continually monitor nature and extent of access to 

PII.  Supervisors must have ability to see what employees 

are doing on their computers.

• Software and IT must be configured to give company ability 

to prevent removal of PII in advisor departure situations—

partial or full kill switch over data stored on CRM platforms.

• Keep updating with the most advanced systems and then 

strictly monitor and audit per set schedule.
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